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Ziel des Beitrags

 Awareness schaffen durch Beispiele

o Kleine EinfUhrung in Forensik
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Drei Probleme

1. Alle Gerate gehen irgendwann einmal kaputt und werden entsorgt -
nicht immer werden vertrauliche Informationen dabel sorgfaltig

entfernt

2. Hersteller von Geraten werden Opfer von "Spionen” und verlieren im
Wettbewerb

3. Gerate funktionieren nicht und Hersteller kooperiert nicht

UNIVERSITY OF ROSTOCK | INSTITUTE OF COMPUTER SCIENCE | DR. THOMAS MUNDT | THOMAS.MUNDT@UNI-ROSTOCK.DE



* Nicht jede Art von Recycling ist
wunschenswert
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-
Awareness - was jeder wissen muss

e Jedes weggeworfene Gerat enthalt potentiell
e /ugangsdaten fUr weitere Systeme
e (Geheimnisse

» Konfigurationen
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Forensik

e Netzwerke Uberwachen
e (Gerate "peschauen’
* Regulare Schnittstellen benutzen

* Nicht vorgesehene Schnittstellen benutzen
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o W thm — pi@raspberrypi: ~ — ssh pi@139.30.241.16 — 107x31

N

OO0 00000 PMHFPFOOOOOOOOFPF OO OO0

: 09
: 09
: 09
: 09
: 09
: 09
: 09
: 09
: 09
: 09
: 09
: 09
: 09
: 09
: 09
: 09
: 09
: 09
: 09
: 09
: 09
: 09
: 09
: 09
: 09
: 09
: 09
: 09
: 09

root 902
systemd+ 903
root 905
root 907
root 923
root 932
webuil 948
root 950
root 967
root 971
root 974
root 1309
root 1327
root 1362
root 17860
root 1834 1
root 1992 1
root 1994 1992
root 2001 1
root 2112 2001
root 2146 2112
root 2147 2146
root 2148 2146
root 2149 2146
root 2232 902
root 2233 2232
root 2241 905
root 2256 2233
root 2260 1362
root@PG94619S51424012D:~# |

CTRL-A Z for help 115200

00:00:12 /usr/local/bin/node ——max_old_space_size=64 /usr/local/ksbd
00:00:00 /lib/systemd/systemd-resolved

00:00:00 /bin/sh /etc/ssvconfig/bin/wan-watch

00:00:080 /usr/local/sbin/openvpn ——config /etc/openvpn/ksbvpn.ssv-cf
00:00:00 [kworker/0:3]

00:00:00 /bin/login —

00:00:00 /usr/sbin/lighttpd -f /etc/lighttpd/webconfig.conf

00:00:00 [kworker/u2:2]

00:00:00 /usr/local/bin/thread-tun-daemon /dev/ttySl1l fslthre -f -s i
00:00:00 /usr/sbin/sshd -D -u®

00:00:00 [kworker/0:4]

00:00:00 /bin/sh /etc/ssvconfig/bin/ppp@-watch

00:00:00 sleep 60

00:00:00 -bash

00:00:080 journalctl -f -0 json

P0:00:00 /lib/systemd/systemd-timedated

00:00:00 /usr/sbin/watchdog -f

00:00:00 [watchdog-test] <defunct>

00:00:00 /bin/sh /etc/ssvconfig/bin/ssvfirmware checkfirmware
00:00:00 /bin/sh /usr/local/sbin/ssvfscheck match

00:00:00 /bin/sh /usr/local/sbin/ssvfscheck match

00:00:00 mount

00:00:00 grep /dev/mmcblk.p. on /media/rfs-ro type squashfs

00:00:00 cut -d -f1

00:00:00 sh -c /etc/ssvconfig/init.d/modem.sh status

00:00:00 /bin/sh /etc/ssvconfig/init.d/modem.sh status

00:00:00 sleep 10 |
00:00:80 chat -V -t 1 ABORT no network service ATE@GV1 OK AT+CSQ OK3 |
00:00:00 ps —ef
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Memories Clocks
I SRAM
16 KB
Program Flash
128/64KB
Timers Communication Interfaces HMI
2x6-Ch.
(FTM)
4x2-Ch.
FlexTimer
(FTM)
2X
—
Delay Block
(PDB)
- |
Timer
(LPTMR)

Leceno @ Not available on all parts. See ordering information table.
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SWDIO / TMS
GND SWDCLK / TCK
GND SWO /TDO
KEY NC / TDI
GNDDetect
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SWDIO / TMS
GND SWDCLK /TCK
GND SWO /TDO
KEY NC / TDI

GNDDetect NRESET
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System
memory
n
D ETM Debug
= Register file
O
System B z
Memory ystem Bus %) Processor Debug
Access Access Register file
Port
(MEM-AP)
. ROM Table
VCC 1 2 | |[SWDIO
ETM Debug
GND| | 3 4| |[SWCLK AP Register file
: Debug Access |
Ph I Debug B
GNDJ| > 6| |ISWO VS gt Port Memory ePUY BUS Processor Debug
connection Access Access . .
(DP) Register file
Port |
KEY | | 7 8] INC (MEM-AP)
ROM Table
GND| | 9 10| |RESET
Access JTAG device
Port connections
(JTAG-AP)
JTAG
Debug Access Port (DAP) device
ARM Debug Interface v5 System under debug
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Gegenmalnahmen

e Plastik Cover

e | abels abkratzen

e Fuses

e Verschlusselung
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e Plastik Cover

e | abels abkratzen

e Fuses

e Verschlusselung
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e Plastik Cover
e | abels abkratzen
e Fuses

* \erschlusselung

The actual silicon die is quite small
compared to the overall package.
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UNI ROSTOCK EX CHIR
oP
Patient:
OHNE NAMEN

Vorname:

Geburtistag:

Patienten=Nr:

Geschlecht:

Stichwort:

Notiz:

45 kV
8.0 mAR

W=255 L=127

Datum:

81-81-82
Uhrzeit:
008:21:36
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UNI ROSTOCK EX CHIR
OP

Patient:

OHNE NAMEN

Vorname:

Geburtstag:

FPatienten=Nr:

Geschlecht:

Stichwort:

Notiz:
4 . “\\ ! o ‘) """’:';; f;"":“? Yete Pelo,"
v ) & . 45 i e el o
8 . G nlﬂ ~ - 532'39;:.:”‘-':2": p". :':..v'

.~
. Votel0eteetele v Yol e teq
<) Coo-ta%0 % % %o e te Ve %o o ¥
> (? *<¥alte 'Cé"'v"::vf_’. oe

W=255 L=12/

Datum:

v1-81-02
Uhrzeit:
PB:21:36
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402014ec - extractFrom F-@30 X

Lndefined __stdcall extractFrom(char * param_1, char * *..

undefined D <ANASSIGNED> <RETURN>

char * a2:4 param_1

char * % a3:4 param_2
_ZN11Arduinolson9l... Bl

ArduinoJson::Inter...
..14ec 18ui a8,param_1,0x0
. 14ef mov... a4, 0x1
«.14f1 addi a6, a8,-0x22
... 14f4 mov... a5, 0x0
...14f6 mov... a5,a4,ab
..14f9 extuiab,a5,0x0,0x8
..14fc bne... a5, LAB_4020150c

...14fe addi a5,a8,-
«..1501 mov... a4,ab,as
--.1504 bne... a4, LAB_4020150c |

‘ 0x27Bz

wl
Y. =~ 1
LAB_4020150c¢ B3
...150¢ add... param_1, param
...150e mov.n a6, param_1

...1510 mov.na5,param_1
+..1512 mov... al0,0x5¢

¥

H001STSL: o - C1 M

LAB_402015 B4
...1514 18ui a4,a5,0x0

...1517 add... a7,a5,0x1
...1519 beqz a4,LAB_40201506

ll
4o20sTEN L - Ele

..151c beq a8,a4,LAB_402(

40201506 ... o ~ [
ea0uB0

1506 mov... param_1, vxv
...1508 j LAB_4020154e ‘

=
B

|..151f bne a4,al0,LAB_402

I - -
‘...1522 18ui ad,as,0x1 Bg

...1525 add... a7,a5,0x2
...1527 132r a5,DAT_402014e8

|
Y
40201847 - L. o/ - ) W

LAB_402¢
+ 1547 mov... a4, 0x0 BS

..1549 s8i a4, ab,0x
..154¢ s32... a7,param_2,0x0

4020154e ... & ~ |
‘ : L:;_«zo:Blo

..154e ret.n |

LAB_4020152a B 1 1
..152a 18ui a9,aS=>specialChs )

...152d beq... a9, LAB_4020153d

Y
4020152 - 812

|...152f bne a4,ad,LAB_40

L]

ll

.~1532 18ui a4,aS5=>specialCh
1535 j LAB_4020153d

4020153d ...

> 1
5~
LAB_4B].5
..153d s8i a4,a6,u~e
..1540 mov.na5, a7
-.1542 add... a6, a6, 0x1

..1544 j  LAB_40201514
]

Y

40201538 ... 5/

B14

«».1538 add... a5,a’
..153a j LAB_4020152a
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402014ec - extractFrom " @30 M
bndefined __stdcall extractFrom(char * param_1, char * *..
undefined LAINASSIGNED> <RETURN>
char * a2:4 param_1
char * % as:4 param_2
_ZN11ArduinoJson9l... Bl

Arduinolson::Inter...
l14ec 18ui a8,param_1,0x0
«14ef mov... a4, 0x1
«14f1 addi a6,a8,-0x22
e 14f4 mov... a5, 0x0
.. 14f6 mov... a5,a4,ab
«.14f9 extuiab,as,0x0,0x8
...14fC bne... a5,LAB_4020150c

v

o - Chll
...14fe addi aS,a8,—0x27Bz
«..1501 mov... a4,a6,as

...1504 bne... a4, LAB_4020150c¢

...150c add... param_1, param
...150e mov.nab,param_1
...1510 mov.na5,param_1

.+ 1512 mov... al@,0x5¢c

40201514 =L o -1 M

LAB_402015 B 4 |
...1514 18ui a4,a5,0x0

...1517 add... a7,a5,0x1
...1519 beqz a4,LAB_40201506 |

} w
4020151 _ - EBS} 40201506 ... 4/ ° iBG

..151¢c beq a8,a4,LAB_402 LAB_4020
I | ++1506 mov... param_1, vxv

arAn A P AN AR E AL

UNIVERSITY OF ROSTOCK | INSTITUTE OF COMPUTER SCIENCE | DR. THOMAS MUNDT | THOMAS.MUNDT@UNI-ROSTOCK.DE

38



Universitat {
Rostock

_ Traditio et Innovatio

RD v Fu oa@ F- x|

Listing: th_1_aj

ctractFrom - (th_1_aj44firmware.elf) \
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_ZN11ArduinoJson9inter5§15120uoted5tringllextr".XREF[2]: Entry Point(x),
ArduinoJson::Internals::QuotedString: :extractF... setup:0800391e(c) . . . L
28083964 0 b5 oush {ra,r5,r6,r7, 1r} gl/* ArduinoJson::Internals::QuotedString::extractFrom(charx, charxx) x/
08003966 06 78 ldrb ré, [param_1,#0x0] : .. .. o
08003968 22 2e cmp r6, #0x22 g char x ArduinoJson::Internals::QuotedString::extractFrom(char *param_1,char skparam_2)
0800396a 03 do beq LAB_08003974 slt
0800396¢C 27 2e cmp ré,#0x27 71" char cvari:
0800396e 01 do beq LAB_08003974 8 undefinedl'*puVarZ'
LAB_08003970 XREF [1] : 08003986/ ) 12 EE:: :pixgiif
08003970 00 20 movs param_1,#0x0 11! char cSarS' '
LAB_08003972 XREF[1]:  080039b6(;) 13 undefinedy spwvar7;
08003972 0 bd pop {r4,r5,r6,r7,pc} 14| char *pcVarB? '
LAB_08003974 XREF[2]: 080039%6a(j), 0800396e(j) 12 cVarl = *param_1;
08003974 01 30 adds param_1,#0x1 17 if ((cVarl = ') 1| (cvarl == "\'")) {
08003976 df f8 40 co ldr.w r12, [DAT_080039b8] 18 cvar3 = param 1 + 1:
0800397a 05 46 mov r5,param_1 19 pcVar6 _ pcVar§' ,
0800397c 04 46 mov r4,param_1 20 ScVarB _ ScVar3:
LAB_0800397e XREF[1]: 080039%aa(j) ;; whllsérnge ivng + 1:
0800397e 22 46 mov r2,rd 23 EVarS —_*pcVarG' '
08003980 12 f8 01 3b ldrb.w r3, [r2],#0x1 24 if (cV;rSp-- .\é.) break:
08003984 00 2b cmp r3,#0x0 oE if (cvart _ wars) £
08003986 f3 do beq LAB_08003970 26 %ocVarg = "\0':
08003988 9e 42 cmp ré,r3 27 *param 2_— cvér4'
0800398a 11 do beq LAB_080039b0 28 r:turn_ c;a$3' '
0800398c 5c 2b cmp r3,#0x5c 5 ) P i
0800398e 09 dl1 bne LAB_080039a4 30 if (cvars == "\\') {
08003990 63 78 ldrb r3, [r4,#0x1] 31 Vars = _;Var6[1],
08003992 a2 1c adds r2,rd,#0x2 32 pcVar4_=ppcVar6 + 2
08003994 64 46 mov rd,rl2 33 puVar2 = &specialChars;
LAB_08003996 XREF[1]: 080039%ae(j) gg do 3Var7 = puVar2:
08003996 27 79 1drb I"7, [r4,#®x4]=>DAT 08004cac 36 if (pUV;Fg [4] =; |\0|) gOtO LAB 080039a4:
08003998 27 bl cbz r7,LAB_080039a4 :; } f,ﬁ\i/igz(:vgﬁgaz +u\2/e;1r7 [4]);
0800399a bb 42 cmp r3,r7 39 cVar5 = uVar7[éI'p ’
0800399c 04 f1 02 Qe add.w Lr, r4,#0x2 40 } - '
08003920 04 d1 bne LAB_080039ac = .
080039a2 63 79 ldrb r3, [r4,#0x5]1=>DAT_08004cad i :; MB_@Sigi\Q/:ié = cVar5:
LAB_080039a4 XREF[2]:  0800398e(j), 08003998(j) o :Z P TP
080039a4 05 f8 01 3b strb.w r3, [r5],#0x1 e ) P =P ;
080039a8 14 46 mov r4,r2 46 }
080039%aa e8 e7 b LAB_0800397e 47| return (char *)0x0;
LAB_080039ac XREF[1]: 080039a0(j) :g ’
080039%ac 74 46 mov r4,lr
080039%ae f2 e7 b LAB_08003996
LAB_080039b0 XREF[1]: 0800398a(j)
080039b0 00 23 movs r3,#0x0
080039b2 2b 70 strb r3, [r5,#0x0]
080039b4 0a 60 str r2, [param_2,#0x0]
080039b6 dc e7 b LAB_08003972
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08003964
08003966
08003968
0800396a
0800396¢C
0800396e

08003970

08003972

08003974
08003976
0800397a
0800397c

0800397e
08003980
08003984
08003986
08003988
0800398a
0800398

o
06
22
03
27
01

00

fo

01
df
05
04

22
12
00
f3
Oe
11
5¢C

b5
78
2e
do
2e
do

20
bd

30
f8
46
46

46
f8
2b
do
42
do
2b
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ArduinoJson::Internals: :QuotedString: :extractF...

push
ldrb
cmp
beq
cmp
beq

LAB_08003970
movs

LAB_08003972
Pop

LAB_ 08003974
adds
ldr.w
mov
mov

LAB_0800397e
mov
ldrb.w
cmp
beq
cmp
beq
cmp

{r4,r5,r6,r7,1r}
r6, [param_1,#0x0]
ro,#0x22

LAB 08003974
ro,#0x27

LAB 08003974

param_1,#0x0

{r4,r5,r6,r7,pc}

param_1,#0x1

r12, [DAT_080039b8]
r5,param_1
rd,param_1

r2,ré4
r3,[r2],#0x1
r3,#0x0

LAB_ 08003970
ro, r3

LAB 080039b0
r3,#0x5c

WA VW e UV LW .Llly.&..&.hl\\.l EEw

NIVl L& J ®

XREF[1]:

XREF [1]:

XREF [2] :

XREF[1]:

el l 0 ]

setup:0800391e(c)

I VaIrw T )

08003986 ()

080039b6(j)

0800396a(j), 0800396e(j)

080039aa(j)
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"+ Decompile: extractFrom - (th_1_aj44firmware.elf) \
1

2|/* ArduinoJson::Internals::QuotedString::extractFrom(charx, charxx) x/
3

4|char % ArduinoJson::Internals::QuotedString::extractFrom(char xparam_1,char sxparam_2)
5

6({

7/ char cVarl;

8 undefinedl xpuVar2;

9 char xpcVar3;

10| char xpcVard,;

11 char cVar5;

12| char xpcVarb;

13| undefinedl xpuVar7;

14/ char xpcVars;

15

16/ cVarl = xparam_1;

17| if ((cvarl == "\"") || (cvarl == "\"")) {
18 pcVar3 = param_1 + 1;

19 pcVaré = pcVar3;
20 pcVar8 = pcVar3;
21 while( true ) {
22 pcVard = pcVar6e + 1;
23 cVar5 = xpcVaro;
24 if (cvar5 == '\0') break;
25 if (cvVarl == cvar5) {
26 xpcVar8 = '\0';
27 kparam_2 = pcVaré4,;
28 return pcVar3;
N 1
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Passwort raten

bin:*:1:1:bin:/bin:

gopher:*:13:30:gopher: /usr/lib/gopher-data:

ftp:*:14:50:FTP User:/var/ftp:

nobody:*:99:99:Nobody:/:

apache:*:48:48:Apache Httpd:/var:

httpd:x:49:49:HTTP Daemon:/home/httpd: /bin/false
ddc4000:$1$4vcDgPXJSZZNI3pboITnWIFULEfxTtF0:0:0:ddc4000:/:/bin/sh

kesroot:$1$91922309S5pVILbpE4xZJQpGV97z37a/:0:0:default user:/:/bin/sh

dcsssh:$1514005813SqLu7Z7VbpxkOoJxBZTmco/ :599:550:dcsssh: /home/dcsssh:/
bin/sh
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Zuruckschreiben von Daten

« Andern von Passwortern

» Andern der Software
 Umgebung von Schutzmechanismen
 Beheben von Fehlern

* Austausch von kryptografischen Schlisseln
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Passwort selbst festlegen

bin:*:1:1:bin:/bin:

gopher:*:13:30:gopher: /usr/lib/gopher-data:
ftp:*:14:50:FTP User:/var/ftp:
nobody:*:99:99:Nobody:/:

apache:*:48:48:Apache Httpd:/var:
httpd:x:49:49:HTTP Daemon:/home/httpd: /bin/false
ddc4000:$1$XXXX:0:0:ddc4000:/:/bin/sh
kesroot:$1$XXXX:0:0:default user:/:/bin/sh

dcsssh:$1514005813SqLu7Z7VbpxkOoJxBZTmco/ :599:550:dcsssh: /home/dcsssh:/
bin/sh
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One man’s trash
is another man’s identity.

Dumpster diving
can expose your personal information.
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