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Forensik in der 
Gebäudeautomation
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Ziel des Beitrags

• Awareness schaffen durch Beispiele 

• Kleine Einführung in Forensik
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Drei Probleme

1. Alle Geräte gehen irgendwann einmal kaputt und werden entsorgt - 
nicht immer werden vertrauliche Informationen dabei sorgfältig 
entfernt 

2. Hersteller von Geräten werden Opfer von "Spionen" und verlieren im 
Wettbewerb 

3. Geräte funktionieren nicht und Hersteller kooperiert nicht
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• Nicht jede Art von Recycling ist 
wünschenswert
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Awareness - was jeder wissen muss

• Jedes weggeworfene Gerät enthält potentiell 

• Zugangsdaten für weitere Systeme 

• Geheimnisse 

• Konfigurationen

5



UNIVERSITY OF ROSTOCK | INSTITUTE OF COMPUTER SCIENCE | DR. THOMAS MUNDT | THOMAS.MUNDT@UNI-ROSTOCK.DE

Forensik
• Netzwerke überwachen 

• Geräte "beschauen" 

• Reguläre Schnittstellen benutzen 

• Nicht vorgesehene Schnittstellen benutzen 

•
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Introduction 

ARM IHI 0031A Copyright © 2006 ARM Limited. All rights reserved. 1-9

• As a JTAG Access Port (JTAG-AP). This connects directly to one or more JTAG devices, and enables 
connection to legacy hardware components.

Note
 The connection between legacy hardware components and a JTAG-AP is defined by the JTAG 

standard. For more information see Chapter 9 The JTAG Access Port (JTAG-AP).

If you are designing or specifying an ARM Debug Interface you must decide how many APs are required, 
and how each of them is implemented. This depends largely on the debug components of the system to 
which your ADI connects.

Figure 1-5 shows a more complex ARM Debug Interface, and illustrates the different Access Port options.

Figure 1-5 Complex ARM Debug Interface, showing the Access Port options
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Gegenmaßnahmen

• Plastik Cover 

• Labels abkratzen 

• Fuses 

• Verschlüsselung
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Gegenmaßnahmen

• Plastik Cover 
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The actual silicon die is quite small 
compared to the overall package.
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CHAPTER !. EVALUATION AND ANALYSIS OF DETECTION TECHNIQUES

(a) Graph A: STM”# L!$%RG (b) Graph B: ESP&#%%

Figure !.#: Control FlowGraphs (CFGs) of the vulnerable extractFrom function from twodi’ferentmicrocon-
trollers: STM”# L!$%RG (Graph A) and ESP&#%% (Graph B).Node labels have been simplified for easier compar-
ison.

• Node Mapping and Adjacency Preservation: A direct one-to-one mapping was established between
nodes: A(→B(, A#→B#, ..., A()→B() shown in the table !.#. *is mapping meets the requirements
of:

– Unique association of each node (injectivity).

– Full coverage of nodes in the target graph (surjectivity).

– Preservation of edge directionality and structure (adjacency).

• In-DegreeandOut-DegreeComparison: Additional analysis ofnodedegreedistributions reveals several
nodes that have identical in-degree and out-degree values in both graphs. *ese are listed in the table
!.”.

”!
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CHAPTER !. METHODOLOGY AND IMPLEMENTATION

Figure !.”: Machine Code and Decompiled View of the Vulnerable extractFrom Function in ArduinoJson
4.4

Figure !.#: Patched extractFrom Function in ArduinoJson 4.5 Viewed in Ghidra’s Listing and Decompiler
Tabs

$%
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Passwort raten
bin:*:1:1:bin:/bin: 

... 

gopher:*:13:30:gopher:/usr/lib/gopher-data: 

ftp:*:14:50:FTP User:/var/ftp: 

nobody:*:99:99:Nobody:/: 

apache:*:48:48:Apache Httpd:/var: 

httpd:x:49:49:HTTP Daemon:/home/httpd:/bin/false 

ddc4000:$1$4vcDgPXJ$ZZNI3pboITnWIFULfxTtF0:0:0:ddc4000:/:/bin/sh 

kesroot:$1$91922309$pVILbpE4xZJQpGV97z37a/:0:0:default user:/:/bin/sh 

dcsssh:$1$14005813$qLu7Z7VbpxkOoJxBZTmco/:599:550:dcsssh:/home/dcsssh:/
bin/sh 

42
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Zurückschreiben von Daten
• Ändern von Passwörtern 

• Ändern der Software 

• Umgebung von Schutzmechanismen 

• Beheben von Fehlern 

• Austausch von kryptografischen Schlüsseln

43
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Passwort selbst festlegen
bin:*:1:1:bin:/bin: 

... 

gopher:*:13:30:gopher:/usr/lib/gopher-data: 

ftp:*:14:50:FTP User:/var/ftp: 

nobody:*:99:99:Nobody:/: 

apache:*:48:48:Apache Httpd:/var: 

httpd:x:49:49:HTTP Daemon:/home/httpd:/bin/false 

ddc4000:$1$XXXX:0:0:ddc4000:/:/bin/sh 

kesroot:$1$XXXX:0:0:default user:/:/bin/sh 

dcsssh:$1$14005813$qLu7Z7VbpxkOoJxBZTmco/:599:550:dcsssh:/home/dcsssh:/
bin/sh 

44
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